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 Setting the Stage

 Your laptop (attack)

 The Phishing Attack

 Takeaways

Today

Presenter Notes
Presentation Notes
JasonRealize we are here to entertain you to kill some time before supper.
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Curious QR Codes
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 Heightened cyber threat environment due to geopolitical unrest (Ukraine, Gaza, China, etc.)

 Continued increase in cyberattacks – particularly ransomware

 Increased attacks on critical infrastructure and industrial control systems (power grid, water 
supply, telecommunications, healthcare, etc.)

 Easy availability of nation-state grade ‘hacking’ tools including those available ‘as a service’

 The rapid adoption of Artificial Intelligence (AI) and it’s impact on cybersecurity in terms of 
both defense and offense

 Increased regulatory requirements in the US regarding the reporting of data breaches and 
cyber attacks

Setting the Stage

Presenter Notes
Presentation Notes
John (since this is his slide)
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Volunteers?
Laptop Demo

Presenter Notes
Presentation Notes
Jason – do we have any volunteers for us to hack your laptop?  No, OK.David steals the demo laptop from Earl;  uses Teensy.Hold back Tyler.David shows the live hack



Initial Access

• Weaponization
• Delivery
• Exploitation

Exfiltration

• Discovery
• Escalation
• Traversal

Encryption

• Installation
• Encryption
• Notification

Target Selection Reconnaissance Access Persistence Command & 
Control

Sometimes random targeting…

What is your attack surface? Can you detect a malicious actor in your systems?

To avoid this!Prevent this…

Ransomware Attack Kill Chain

Presenter Notes
Presentation Notes
John to discuss ransomware.  Jason to chime in on need for monitored and immutable backups.
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Common elements in successful cyber attacks:

Attack Vectors
• Phishing 
• Malware
• Third-Party Compromise
• Employee Errors

Vulnerabilities
• Deprecated or unpatched systems
• Lack of effective data encryption
• Lack of Third-Party risk management
• Software Security – failure to require 

secure coding and development 
practices

• Lack of employee security awareness

Presenter Notes
Presentation Notes
John
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What you need to do…

Presenter Notes
Presentation Notes
DavidJohn: human column; David: management column, Jason technology column - talk about MDR and backups in addition to vulnerability scans.
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What you need to do…

People

• Awareness
• Phishing simulations
• Reminders
• Training on processes and systems
• Acknowledgment of policies
• Consequences

Presenter Notes
Presentation Notes
John
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Phishing Demo

 Volunteers?

 Assessing the email.

 Typosquatting

 Clicking on the link.

 What do you do next?

Presenter Notes
Presentation Notes
David to queue up attack. Currently working with the Social Engineering Toolkit.  Set up email to earl_hack@outlook.com or anyone else who is willing. Point to John’s  ransomware attack kill chain  slide, next, as needed.Jason to review link possibility of downloading malware and need for automated response.
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What you need to do…

Management

• Documented Policies
• Governance program
• External review
• Meet regularly
• Lead from the top
• Understand your information assets
• Assess third parties,  including software development

Presenter Notes
Presentation Notes
David
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What you need to do…

Technology

• Vulnerability scans
• Multifactor Authentication (MFA)
• Managed Detection and Response
• Manage your backups and make them immutable
• Get a password vault
• Encrypt your data

Presenter Notes
Presentation Notes
Since we are hacking here today, we were taking requests on hacking random websites and making a few changes…JasonVulnerability scans – tool used to identify vulnerabilities on an organizations network connected assets.  We have all hear of Windows updates right?  Let’s say your Windows laptop, for whatever reason, misses an update.  In it’s simplest form, running a vulnerability scan will identify the missing update.  Your technology staff or service provider absolutely should have this as part of their deployment.MFA – I am happy it is 2024 and we all know what this is now.  Key words, we know what this is now.  If you don’t have 2FA setup on your company email, you can tell be cause you are not prompted for a second factor of authentication.  Same in your personal life, if you don’t have MFA setup on your Gmail account, you know because you can tell you are not prompted for a second factor of authentication.MDR – Perhaps one of the most overlooked requirements for a modern technology approach is MDR.  Many organizations think that because they have antivirus, they are covered.  In reality, I have observed some ransomware attacks walk right through antivirus like it isn’t even there.  If there isn’t a 24/7 response system with a human review, it is a negligent approach.  Speaking first hand.  Let me emphasize here – circa 2018 after I was called out on what seemed like my fifth ransomware incident walking into businesses that I had never seen or heard of before, I could tell modern technology stacks had to change.  Ransomware attacks were consistently at 1AM when nobody was watching, alerting was weak, and human review was almost non-existent.  But I forced all of our customers to move anyway and 99.5% of them did.  Bottom line this has to be done.Backups – even if you do everything right, sometimes hackers will find a way.  Don’t be low hanging fruit for them, but if they do happen to delete or encrypt your data, have backups either offisite and disconnected from the network OR immutable that cannot be changed.  Yes, I have seen backups get encrypted with ransomware before so the strategy was a failure.  The best backup strategies are taking a backup and then automatically shipping a copy offsite and during the process the backups are protected from ransomware.  As you would expect, there is usually a monthly cost associated with this service so budget accordingly.Password vault -  I get a lot of questions about this.  I will answer the FAQs. 1, yes, I do recommend a password manager as the pros outweigh the cons.  2, yes, it is possible for a hacker to gain passwords from a password manager, it has happened before, yet, it is still better than not having one. 3, the way that generative AI suggests to pick a password manager is to pick one that has a history and record of security.  There are some very large password managers that do NOT have a history and record of security.  I was recently at a conference in Chicago for technology service providers and one in particular that was said on stage as being adopted often was called Keeper.  It happens to be my app of choice as well for non-company sanctioned password management.Having a strategy to encrypt your data is just good preventative practice.  Many times, encrypting data is associated with encrypting a laptop hard drive so if it is stolen, the contents on the hard drive cannot be extracted.  Apply this logic to every area of your sensitive data.



Most important take aways:  

Set your intention 
Make continual, reasonable progress.

Must be demonstrably effective and fiscally practical.

Presenter Notes
Presentation Notes
David – Set your intentionJason – Make continual, reasonable progress.John – Must be demonstrably effective and fiscally practical.



Questions
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